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OVERVIEW OF DATA INTEGRITY AND ETHICS



WHAT IS ETHICS?

• Generally defined, it ties into the moral principles that guide an individual’s actions
• Shaped by culture which includes accepted practices, religious morality

• Professionally it is a set of standards generally agreed upon by which individuals 
conduct their work

• Code of Conduct or Code of Ethics – listed below are some examples
• American Public Health Association (APHA) Public Health Code of Ethics:

• https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
• American Society for Clinical Laboratory Science (ASCLS) Code of Ethics

• https://ascls.org/code-of-ethics/
• American Chemical Society (ACS) The Chemical Professional’s Code of Conduct

• https://www.acs.org/content/acs/en/careers/career-services/ethics/the-chemical-professionals-
code-of-conduct.html

https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://ascls.org/code-of-ethics/
https://www.acs.org/content/acs/en/careers/career-services/ethics/the-chemical-professionals-code-of-conduct.html


DIFFERENT NAMES

• There are different names in different industries beyond ethics that get to the 
same general concept of standard acceptable practice:

• Impartiality
• Data Integrity
• Confidentiality
• Laboratory Integrity
• Data Quality

• These are seen not only in the laboratory industry but in many other industries 
throughout the world
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WHY IMPORTANT
• Codes of conduct build trust within the profession and with the public, and when 

individuals or laboratories do not follow this it can hurt the entire industry

• Falsification
• The intentional act of destroying, altering, mutilating or changing any original 

information
• Civil 

• Fraud
• The wrongful or criminal intent to falsify information for gain
• Deliberate falsification or intentional recording/reporting of incorrect information to 

make it appear acceptable
• Criminal



SLIPPERY SLOPE

• Analysts are relied on to follow the procedures (SOPs), methods and other 
documents in their laboratory

• Yet, there are still instances where they may need to use their best judgement 
when performing measurements

• Armed with knowledge, analysts can learn to avoid the slippery slope of 
unethical practice
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PRESSURES
• Laboratories are expensive and there can be pressure to ensure costs are managed 

and clients are happy
• If you ever feel forced to complete a test that is not working or that there is not 

enough time to complete due to internal or external pressures
• Such as feeling you are letting the team down
• Afraid to ask for help
• Team members or supervisors
• Customers/clients
• Outside events – family, friends
• Resources - believing not available

• Do not be afraid to reach out
• Contact a supervisor/manager
• Contact quality



TO BE CLEAR…

• It is OK to make a mistake
• It is NOT OK to hide that mistake

• It is OK to have QC out of limits
• It is NOT OK to hide QC that is out of limits or make it appear to be 

within limits when it is not.

• There are potentially severe consequences for scientific 
misconduct that can affect you and your lab.

• Good communication can be key to prevention of these 
problems!



LABORATORY RESPONSIBILITIES

• Continuously monitor data on a periodic but 
random basis – data audits

• Provide ongoing training to employees
• Perform confidential investigations if a problem 

is detected
• Notify clients and reissue reports when 

impacted
• Eliminate undue pressure on analysts – quality 

ahead of TAT



EMPLOYEE RESPONSIBILITIES

• Uphold the ethics policy and practices as demonstrated in their daily 
conduct. 

• Seek help when the proper course of action is unclear or unknown to 
them. 

• Remain alert and sensitive to situations that could result in actions by 
any employee that are improper, illegal, unethical, or otherwise in 
violation of the ethics policy and practices. 

• Counsel fellow employees when it appears that they are in danger of 
violating the ethics policy and practices. 

• Report violations of the ethics policy and practices to their supervisor.

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://datatherapy.org/2016/06/03/practicing-data-science-responsibly/
https://creativecommons.org/licenses/by-nc-sa/3.0/


POLL QUESTION 1

• Managers are the only ones responsible for ensuring data integrity and 
ethics:

• True
• False



EXAMPLES













POLL QUESTION 2

• Individuals convicted of fraud involving laboratory data can have all but 
what happen:

1. Debarment
2. Jailed
3. Promotion
4. Fines
5. Business Closure



TOOLS AND RESOURCES



APHL ENVIRONMENTAL 
LABORATORY ETHICS RESOURCES

• https://www.aphl.org/programs/environmental_health/Pages/Envir
onmental-Laboratory-Ethic-Resources.aspx

https://www.aphl.org/programs/environmental_health/Pages/Environmental-Laboratory-Ethic-Resources.aspx


APHL MEMBER RESOURCE CENTER

• https://www.aphl.org/MRC/Pages/default.aspx
• Using search words such as “Data Integrity” or “Ethics”

• Resources such as new employee orientation or previous presentations

https://www.aphl.org/MRC/Pages/default.aspx


RESOURCES

• Online Dictionary
• EPA Region 9, Laboratory Fraud: Detection & Deterrence, 2005
• EPA OIG Report, Promising Techniques Identified to Improve Drinking Water 

Laboratory Integrity and Reduce Public Health Risks, September 21, 2006, 
https://www.epa.gov/office-inspector-general/report-promising-techniques-
identified-improve-drinking-water-laboratory

• Oregon Technical Advisory Committee, Laboratory Ethics and Data Integrity 
“Train-the-Trainer” Presentation, 2008

• Publication: Ethics Training is Essential in Environmental Laboratory Testing, 
coauthored by members of AWWA, WEF, and APHL

https://www.epa.gov/office-inspector-general/report-promising-techniques-identified-improve-drinking-water-laboratory
https://www.researchgate.net/publication/355878091_Ethics_Training_is_Essential_for_Environmental_Laboratories


OPEN DISCUSSION

• What questions do you have about data integrity and ethics?

• What should you do if you are uncertain about what is being done?



SCENARIO A

• When you’re checking the morning temperatures, you 
realize that you forgot to record yesterday afternoon’s 
temp in the log book.  You know you read it and that it 
was fine.  Can you fill in the data now?



SCENARIO B

• You’re in a hurry because it’s a short week.  You started up the 
autoclave and forgot to check the pressure and temperature 
during the sterilization cycle.  Why not just check off the column in 
the log book that we have that positive bottle in there to determine 
sterility?  It’s been fine for the past six months, always at the right 
temp and pressure, and besides, don’t we always set up a blank? 
It’s just this one time.
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