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WHAT IS ETHICS?

« Generally defined, it fies info the moral principles that guide an individual’s actions
« Shaped by culture which includes accepted practices, religious morality

» Professionally it is a set of standards generally agreed upon by which individuals
conduct their work
« Code of Conduct or Code of Ethics - listed below are some examples
« American Public Health Association (APHA) Public Health Code of Ethics:
« https:.//www.apha.org/-/media/files/pdf/membergroups/ethics/code of ethics.ashx
« American Society for Clinical Laboratory Science (ASCLS) Code of Ethics
» https://ascls.org/code-of-ethics/

« American Chemical Society (ACS) The Chemical Professional’s Code of Conduct

 https://www.acs.org/content/acs/en/careers/career-services/ethics/the-chemical-professionals-
code-of-conduct.himl



https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://ascls.org/code-of-ethics/
https://www.acs.org/content/acs/en/careers/career-services/ethics/the-chemical-professionals-code-of-conduct.html
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DIFFERENT NAMES

* There are different names in different industries beyond ethics that get to the
same general concept of standard acceptable practice:

« Impartiality

« Data Integrity

« Confidentiality

« Laboratory Integrity
« Data Quality

* These are seen not only in the laboratory industry but in many other industries
throughout the world

This Photo by Unknown Author is
licensed under CC BY-SA-NC


https://dspace.mit.edu/bitstream/handle/1721.1/55813/9-402Fall-2002/OcwWeb/Brain-and-Cognitive-Sciences/9-402Language-and-ThoughtFall2002/CourseHome/index.htm
https://creativecommons.org/licenses/by-nc-sa/3.0/
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WHY IMPORTANT

« Codes of conduct build trust within the profession and with the public, and when
individuals or laboratories do not follow this it can hurt the enfire industry

« Falsification

« The infentional act of destroying, altering, mutilating or changing any original
information

 Civil

 Fraud

« The wrongful or criminal intent to falsify information for gain

- Deliberate falsification or infentional recording/reporting of incorrect information to
make it appear acceptable

e Criminal




SLIPPERY SLOPE

« Analysts are relied on to follow the procedures (SOPs), methods and other
documents in their laboratory

» Yet, there are still instances where they may need to use their best judgement
when performing measurements

« Armed with knowledge, analysts can learn to avoid the slippery slope of
unethical practice
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https://www.flickr.com/photos/18946008@N06/4485728970/
https://creativecommons.org/licenses/by-nc/3.0/
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PRESSURES

- Laboratories are expensive and there can be pressure to ensure costs are managed
and clients are happy

 If you ever feel forced to complete a test that is not working or that there is not
enough time to complete due to internal or external pressures

« Such as feeling you are lefting the team down
« Afraid to ask for help

« Team memobers or supervisors

« Customers/clients

« Qutside events — family, friends

« Resources - believing not available

« Do not be afraid to reach out
« Contact a supervisor/manager
« Contact quality



TO BE CLEAR...

e It is OK to make a mistake
e Itis NOT OK to hide that mistake

It is OK to have QC out of limits

« [tis NOT OK to hide QC that is out of limits or make it appear to be
within limits when it is not.

* There are potentially severe consequences for scientific
misconduct that can affect you and your lab.

« Good communication can be key to prevention of these
problems!



« Continuously monitor data on a periodic but
random basis — data audits

» Provide ongoing training to employees

« Perform confidential investigations if a problem
Is detected

» Notify clients and reissue reports when
Impacted

» Eliminate undue pressure on analysts — quality
ahead of TAT




data creation data impacts data use

EMPLOYEE RESPONSIBILITIES [l BRI o[RS

This Photo by Unknown Author is licensed under CC BY-SA-NC

Uphold the ethics policy and practices as demonstrated in their daily
conduct.

Seek help when the proper course of action is unclear or unknown to
them.

Remain alert and sensitive to situations that could result in actions by
any employee that are improper, illegal, unethical, or otherwise in
violation of the ethics policy and practices.

Counsel fellow employees when it appears that they are in danger of
violating the ethics policy and practices.

Report violations of the ethics policy and practices to their supervisor.


https://datatherapy.org/2016/06/03/practicing-data-science-responsibly/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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POLL QUESTION 1

 Managers are the only ones responsible for ensuring data integrity and
ethics:

 True
* False



EXAMPLES




Coronavirus

UKHSA considers legal action against privately run
Immensa lab

Peter Walker Political correspondent
¥ @peterwalker9g
Wed 8 Dec 2021 01.00 EST

A government health watchdog is considering legal action against a private health

company whose laboratory gave at least 43,000 people potentially false negative
Covid-19 test results.

> Water Sci Technol. 2003;:47(3):1-6.

Drinking water contamination in Walkerton,
Ontario: positive resolutions from a tragic event

R Holme !

——  Former state chemist Annie Dookhan sits in Suffolk Superior Court in Boston before entering a guilty

Affiliations + expand

PRID: 12638997 plea on charges of obstruction of justice, perjury and tampering with evidence on Nov. 22, 2013.
David L. Ryan / Boston Globe via AP, file

Abstract

In May 2000, Escherichia coli O157:H7 and Campylobacter jejuni contaminated the drinking water
supply in Walkerton, Ontario. Seven people died and over 2,000 were ill as a result. The Ontario
Provincial Government set up a judicial Inquiry into the circumstances surrounding the outbreak and
also moved quickly to introduce a new Drinking Water Regulation that incorporated some significant




THE UNITED STATES ATTORNEY'S QOFFICE

NORTHERN DISTRICTT .yf.!UllIU

U.5. Attomeys » Northem District of Ohio » News

FOR IMMEDIATE RELEASE Tuesday, May 4, 2021
Department of Justice

Owner Of A Consumer Products Testing Company Pleads Guilty
To $46 Million Fraud Scheme Involving Fabricated Test Results

U.5._ Attomey’s Office
Maorthem District of Ohio

Defendant Admitted to Sending Customers Frandulent Reports for Laboratory Tests
That Were Not Fully Performed FOR IMMEDIATE RELEASE Tuesday, March 9, 2021

Audrey Strauss, United States Attomey for the Southern District of New York, announced that GABRIEL Lab analvst sentenced for falsifvillg test results

LETIZIA Jr., the owner and executive director of AMA Laboratories, Inc. (“AMAT), a consumer products

testing company in New City, pled guilty today to defrauding customers by reporting laboratory test results A former environmental laboratory analyst was sentenced by U.S. District Court Judge Pamela A. Barker to
two years of probation and ordered to pay a $2,500 fine for falsifying laboratory test results.

Andrew K. Ecklund, age 58, of Tallmadge, Ohio, pleaded quilty in Movember of 2020 to nine counts of wire
fraud stemming from a scheme to falsify laboratory analysis reports in order to improve work efficiency.

RECURRING CLINICAL LAB FRAUD CASES

In October 2015, California-based Millennium Health (https://www.justice.gov/opa/pr/millennium-health-agrees-pay-256-million-

resolve-allegations-unnecessary-drug-and-genetic) paid $256 million to settle the qui tam allegations leveled against it. The

company was accused of paying kickbacks to doctors and billing the government for unnecessary testing, including unwarranted

genetic testing,.

Millennium has hardly been the only one to face clinical lab fraud allegations. In April 2015, after a three-year investigation, two
other clinical labs reached a $48.5 million settlement with the U.5. government. As seen in the Millennium case, the hefty sum

(hitps:/fwww fbi,rov/columbia/press-releases/2015/two-cardioyascular-disease-testing-laboratories-to-pay-48.3-million-to-setile-

claims-of-paying-kickbacks-and-conducting-unnecessary-testing) pertained to allegations that the labs had orchestrated a kickback

scheme and billed federal healthcare programs for unnecessary lab procedures.

One of the most widely publicized clinical lab fraud cases in U.5. history saw almost 40 healthcare providers pleading guilty to
participation in a bribery scheme. Biodiagnostic Laboratory Services LLC, based in Parsippany, New Jersey, was the subject of the

2013 case and its considerable fallout. According to the allegations, hundreds of doctors




Theranos ‘People wanted to believe': reporter
who exposed Theranos on Elizabeth
Holmes' trial

Kari Paul in San Francisco

L e
As blood testing startup founder's fraud trial looms, John
Carreyrou says hero worship is stilla problem in Silicon Valley

The unraveling of Theranos began with a 2015 article in the Wall Street LOSS Of S Ci e n't|f| C | nteg |‘|ty F| N d | N g at U 8 GS
Journal that revealed how the revolutionary technology promoted by the Nat| on al Water QU al |ty Lab

blood testing startup wasn’t exactly what it seemed.
Release Date: MARCH 18, 2021 Contacts

Over the proceeding months, the reporter John Carreyrou exposed how the ]
Background Information

testing devices the Silicon Valley darling said could perform a variety of Department of the

. cy s : . Intenor,
medical tests with just a drop of blood were not actually being used to The USGS National Water Quality Laboratory (NWQL) is an environmental analysis U.S. Geological

perform most of the analyses. Investors and consumers, Carreyrou found, and research facility specializing in chemical analyses of water, sediment and tissue. gy ryegy

and the taxonomic identification and quantification of benthic invertebrates. The
were bE‘ng fooled. NWOQL Analytical Services (AS) Section carries out analyses of 800+ inorganic and Office of
) organic constituents in more than one million samples of groundwater, surface water, Communications and
) : i . £ . 17 £ wastewater, sediment, atmospheric precipitation and biological tissues. Each year, Publishing
Theranos dissolved in 2018 and its star founder, Elizabeth Holmes, will face the NWQL analyzes tens of tr?wsanzs Dfpwater samples. ?he lab's work helps 12201 Sunrise Valley
trial in a San Jose courtroom next week. understand the health of aquatic systems and pinpoint potential sources of Drive

contamination such as agricultural runoff. Reston, VA 20192

) i ] United States
On July 8, 2020, NW(QL's quality assurance/quality control processes revealed that Phone: TO3-648-4460

data values of some samples had been altered without required explanatory

notation. USGS immediately launched an investigation and has determined that from

March 2019 through June 2020, a single AS Section analyst significantly departed David Ozman
from accepted practices and standards, violating the USGS's fundamental science
practices and re;ulting_ in a loss of s_n:ientil'l-:: integrity. E_-.ridenc_e shows the analyst Communications Chief
acted alone and intentionally to falsify data for the nutrients nitrogen and phosphorus Email-

in approximately 2,300 water samples. dozmani

Central

The USGES has taken appropriate measures to notify users of the affected analyses




Lab test ower indicted in $100M fraudulent
billing scheme

Alia Paavola - Print | Email
[EEXA Listen b

An Arkansas man who owned and managed several diagnostic testing laboratories was indicted in an
alleged $100 million fraudulent billing scheme, the Justice Department said Nov. 3.

Prosecutors allege Billy Joe Taylor and his laboratory testing sites submitted claims for urine drug testing,
COVID-19 testing and other clinical tests that were not medically necessary, not ordered by a medical
provider or not provided as represented. Further, prosecutors allege Mr. Taylor also obtained medical
information for Medicare beneficiaries and misused the information to continually submit claims to Medicare
for tests that were not performed by the labs. The alleged scheme took place between February 2017 and
May 2021.

Prosecutors claim that as a result of the scheme, the labs owned or managed by Mr. Taylor submitted $100
million in false and fraudulent claims to Medicare.

Mr. Taylor is charged with 16 counts of healthcare fraud and one count of engaging in a monetary
transaction in criminally-derived property.

LABORATORY FRAUD

In the News
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Metallurgist Admits She Falsified Test
Results for Steel Used in Navy Submarines

For more than 30 years, Elaine Thomas altered test results for
more than 240 steel productions while working for a foundry that

provides metal for U.S. Navy submarines.

f@lm»m

A former metallurgist at Bradken Inc., a foundry in Tacoma, Wash., pleaded guilty on
Monday to falsifying test results that measured the strength and toughness of steel
used for U.S. Navy submarines. Ted 5 Ten/Associated Press

@ By Jesus Jiménez

Published Mov. 8, 2021 Updated Mov. 10, 2021

A former metallurgist at a foundry that provides steel used to make
U.S. Navy submarines pleaded guilty in federal court in Tacoma,
Wash., on Monday to falsifying test results that measured the
strength and toughness of the metal — a practice that prosecutors
said she continued for more than three decades.

The former metallurgist, Elaine Thomas, 67, of Auburn, Wash., who
pleaded guilty to major fraud, falsified test results for more than
240 steel productions, the U.S. Attorney’s Office for the Western
District of Washington said in a statement. She could face up to 10
years in prison and a $1 million fine when she is sentenced on Feb.
14.

Between 1977 and 2017, Ms. Thomas worked as a metallurgist at a
steel foundry in Tacoma, Wash., owned by Atlas Castings &
Technology and acquired by Bradken Inc., in 2008, according to the
indictment in the case. Ms. Thomas was named director of
metallurgy for the company in 2009.

Bradken produces steel castings as a subcontractor or supplier for
companies that contract with the Navy, according to the
indictment. The company is the Navy’s leading supplier of “cast
high-yield” steel used for naval submarines, prosecutors said,
adding that the productions whose tests were falsified make up “a




POLL QUESTION 2

 Individuals convicted of fraud involving laboratory data can have all but
what happen:
1. Debarment
Jailed
Promotion
Fines
Business Closure

kWD



TOOLS AND RESOURCES




APHL ENVIRONMENTAL
LABORATORY ETHICS RESOURCES

o hitps:.//www.aphl.org/programs/environmental_health/Pages/Envir
onmental-Laboratory-Ethic-Resources.aspx

Environmental Laboratory Ethics Resources

y Ethics: Then and Now (APHL webinar, 1 hour)

nmental lak have char er the |a
al lab ethi

rs with code APHL2021)
n d

CDC Public Health Ethics (CDC webpage)

Ith ethics, t



https://www.aphl.org/programs/environmental_health/Pages/Environmental-Laboratory-Ethic-Resources.aspx

APHL MEMBER RESOURCE CENTER

o https.//www.aphl.org/MRC/Pages/default.aspx
« Using search words such as “Data Integrity” or “Ethics”

« Resources such as new employee orientation or previous presentations

Member Resource Center (MRC) Search

Clear Search

Topic
[0 Communications, Marketing,
and Outreach Results

[0 Emergency Preparedness,
Biosafety, and Biosecurity Orientation Guide for New Laboratory Employees

) Environmental Health 0 , YO 0
(biomonitoring, LRN-C, etc)) i , . " Laboratory Ethics and Data Integrity Presentation

- . . supervis . . . ¢
[ Environmental Testing f Description: ed Training n L3 th nd Data In y the Health Department for non-

Topic(s): Infectiol con ) ic Health

[ Food Safety and Agriculture Document Type:

[ Infectious Diseases Topic(s): Training and Workforce De
Document Type: p



https://www.aphl.org/MRC/Pages/default.aspx

RESOURCES

* Online Dictionary

« EPA Region 9, Laboratory Fraud: Defection & Deterrence, 2005

« EPA OIG Report, Promising Techniques Identified to Improve Drinking Water
Laboratory Integrity and Reduce Public Health Risks, September 21, 2006,
https://www.epa.gov/office-inspector-general/report-promising-techniques-
identified-improve-drinking-water-laboratory

« Oregon Technical Advisory Committee, Laborafory Ethics and Data Integrity
“Train-the-Trainer” Presentation, 2008

 Publication: Ethics Training is Essential in Environmental Laboratory Testing,
coauthored by members of AWWA, WEF, and APHL



https://www.epa.gov/office-inspector-general/report-promising-techniques-identified-improve-drinking-water-laboratory
https://www.researchgate.net/publication/355878091_Ethics_Training_is_Essential_for_Environmental_Laboratories

OPEN DISCUSSION

« What questions do you have about data integrity and ethicse

« What should you do if you are uncertain about what is being done?



’ﬂ
SCENARIO A

* When you're checking the morning temperatures, you
realize that you forgot to record yesterday afternoon’s
temp in the log book. You know you read it and that it
was fine. Can you fill in the data now?



T

SCENARIO B

* You're in a hurry because it's a short week. You started up the
autoclave and forgot to check the pressure and temperature
during the sterilization cycle. Why not just check off the column in
the log book that we have that positive bottle in there to determine
sterility? It's been fine for the past six months, always at the right
temp and pressure, and besides, don’'t we always set up a blank?
It's just this one time.
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