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Amazon Web Services (AWS) Government Cloud Overview
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Bioinformatic Pipelines running in house —
Reference Based mapping/assembly

* Cecret (https://github.com/UPHL-BioNGS/Cecret)
Developed and maintained by Dr. Erin Young, Utah Public Health Laboratory.

Sars-CoV-2 sequencing with the artic/lllumina library prep workflow for MiSeq data (19,000+
since pandemic)

Now switched to Clear Labs long reads sequencing.
Used for Sars-CoV2 wastewater sequencing, Mpox and Measles sequencing as well.
Processed 507 wastewater samples and 201 Mpox samples in 2024.

* Mycosnp (https://github.com/CDCgov/mycosnp-nf)
Developed and maintained by Centers for Disease Control and Prevention (CDC).
WGS analysis of fungal organisms, including Candida auris.
Processed 797 samples in 2024.

* Varpipe (https://github.com/CDCgov/NCHHSTP-DTBE-Varpipe-WGS)
Developed and maintained by Division of TB Elimination, CDC.
WGS analysis of Mycobacterium Tuberculosis data.
Influx of samples from VA, TN, AR, AZ, LA and Houston due to recall of specific reagents,
preventing PST testing. APHL has rerouted samples to Texas. Processed 1161 samples in 2024.
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https://artic.network/ncov-2019/ncov2019-bioinformatics-sop.html

Bioinformatic Pipelines running in house —
De novo Assembly — Species Agnostic

* PHeoNIx (https://github.com/CDCgov/phoenix)

Developed and maintained by CDC

Taxa determination, antimicrobial resistance profiling and MLST typing in Carbapenem-Resistant
Organisms (CRO) and now other bacteria as well. Processed 823 samples in 2024.

* Grandeur (https://github.com/UPHL-BioNGS/Grandeur)

Developed and maintained by Dr. Erin Young, UPHL

Core genome alignment and phylogenetic tree construction for sequence relatedness
investigation. Analyzed 22 outbreak cases in 2024.

* TaxTriage (https://github.com/jhuapl-bio/taxtriage/)
Developed and maintained by The Johns Hopkins University Applied Physics Laboratory
LLC (funded by CDC)

Metagenomics sequencing within complex samples/specimens (e.g., respiratory swabs, lesion
swabs, whole blood) using untargeted DNA or RNA sequencing data
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Critical building blocks — container and virtual environment
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Container enables fast deployment of bioinformatics
tools. Workflow description language provides
improved reproducibility and scalability.

State Public Health Bioinformatics Community

Available Docker images
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Virtual environment allows for isolated project
environments, ensuring each project has its own set
of dependencies and package versions, preventing
conflicts when multiple pipelines on the same server
need different software versions

Github

version control and collaborative
programming
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Automated Bioinformatic Workflow for CRO WGS
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Automated Bioinformatic Workflow for CRO WGS
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AWS email notifications upon data upload and completion

AWS Notification Message
© | € Reply
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Fri 12/6/2024 10:23 AM

DSHS Bacterial WGS Motification <no-reply@sns.amazon:
To @ LuJdie (DSHS)

WARNING: This email is from outside the HHS system. Do not click on links or attachments unless you
expect them from the sender and know the content is safe.
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Limitations of government cloud account

" Government agencies must adhere to complex regulations and
compliance standards, which can limit the features and flexibility
of cloud services.

" Permission is limited and gradually taken away after Sars-CoV2
for AWS services such as Lambda function, SNS, etc. Automation
becomes impossible to implement.
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Advanced Cloud Account (New and Improved)

e Advanced cloud account (ACA) allows permission to most
AWS features to build a more advanced architecture to
facilitate automation and enable scalability.

* The migration of pipelines is complicated. Some of the
measures we used to accelerate this process: reduce
dependencies and hard coding, create virtual
environments, and etc.

* Implement infrastructure-as-code using Terraform to
deploy the pipelines automatically in the new account.
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Shared responsibility model for cloud-based system

" Lab is responsible for architecture design, function
implementation, code development, operating system
management, account administration, application-level
support.

" The Public Cloud Manager contracted via Texas DIR is
responsible for provisioning, installing, and patching the
operating system; installing and maintaining antivirus; and
performing SIEM logging and critical watch reporting.

" Cloud solution architect of the central IT department assists
to design the architecture and implement infrastructure-as-
code.
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Work in progress --
NGS workflow for Newborn Screening

* The robust cloud-based infrastructure

resulted from building pathogen (ﬁ
genomic bioinformatic capacities has
laid a solid foundation for NGS for

Simple Storage

Direct

Newborn Screening Program in Texas. Connect/Storage S
Gateway )

* We have explored the feasibility of
using whole genome sequencing as
well as targeted sequencing. 0 — W-E‘

* We are building a hybrid solution for
NGS workflow combining our EC2 Lambda Step Functions e
instances, lllumina Basespace, and Service (SNS)
AWS HealthOmics in the ACA with ' ;
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The many hats Bioinformaticians wear —
continuing education

* Cloud architect — design and manage the cloud-based
systems. Configure cloud infrastructure and implement
automation functions.

* Programmer — develop customized data processing
pipelines and continuous integration and continuous
delivery (Cl/CD) of existing pipelines to adapt to version
updates.

* Linux administrator — Installing and maintaining
applications, monitoring performance, managing user
accounts and writing automation scripts.

e Data scientist — analyze, visualize and interpret DNA
sequencing data to provide insights into genomic
epidemiology.
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